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Site to Site IpSec Tunnel

Consider setup as illustrated below
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S /system identity
PPPOE
! set name=HQ
192.168.10.1/24

/interface pppoe-client

add user= « password= add-default-route=yes
disabled=no name=pppoe-outl profile=default use-
peer-dns=yes interface=etherl

192.168.10.2/24 192.168.10.3/24

/ip address
add address=192.168.10.1/24 interface=ether2 network=192.168.10.0




/ip pool

add name=dhcp_pooll ranges=192.168.10.100-
192.168.10.199

/ip dhcp-server

add address-pool=dhcp _pooll disabled=no
interface=ether2 lease-time=1h name=dhcp1
/ip dhcp-server network

add address=192.168.10.0/24 dns-

192.168.102/24  192.168.10.3/24 server=192.168.10.1 gateway=192.168.10.1

set allow-remote-requests=yes

/ip firewall nat
add action=masquerade chain=srcnat src-address=192.168.10.0/24
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/system identity
set name=Branch s

192.168.20.1/24

/interface pppoe-client

add user= password= add-default- ] ]

route=yes disabled=no name=pppoe-outl
profile=default use-peer-dns=yes interface=etherl A

192.168.20.2/24 192.168.20.3/24

/ip address
add address=192.168.20.1/24 interface=ether2 network=192.168.20.0




Basic Set

/ip pool

add name=dhcp_pooll ranges=192.168.20.100-
192.168.20.199

/ip dhcp-server

add address-pool=dhcp _pooll disabled=no
interface=ether2 lease-time=1h name=dhcp1l
/ip dhcp-server network

add address=192.168.20.0/24 dns-
server=192.168.20.1 gateway=192.168.20.1

/ip dns
set allow-remote-requests=yes

/ip firewall nat

PPPOE

o
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192.168.20.2/24

add action=masquerade chain=srcnat src-address=192.168.20.0/24

192.168.20.1/24

7

192.168.20.3/24




192.168.30.1

ble L2TP Server
o T

set default-profile= = | enabled=yes
192.168.10.1/24

l /ppp profile
add name=Cranchl

192.168.10.2/24  192.168.10.3/24 /ppp secret

Route List
add local-address=192.168.30.1 | Routes | Newhops Rules VRF

names= | (][=] [eo][¢
password= profile=Branch1
remote-address=192.168.30.2

routes=192.168.20.0/24 service=I12tp

/ip firewall nat
add chain=srcnat dst-address=192.168.20.0/24 src-address=192.168.10.0/24
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cont.)

Make Sure VPN Exception is o

Firewall

Fiter Rules NAT |Mande Service Ports  Connections  Address Lists  Layer7 Protocols

E]E E @ Ioo Reset Counters Hoo Reset All Counters ‘

# | |Action Chain | Sic. Address |Dst. Address | Proto... | Src. Port | Dst. Po
0o ¥ stenat 192.168.10.0/24  192.168.20.0/24

1 =l masquerade  srcnat 192.168.10.0/24

http://wiki.mikrotik.com/wiki/Dynamic_DNS_Update_Script_for_dynDNS

(Scripts for RoS 4.x, 5.x, 6.x and Scheduler)

Remark : in this example | set dynamic DNS name “hg.mikrotiktutorial.com”




L2TP Server

/ppp secret
add local-address=192.168.30.1

name= |Dst Address /| Gateway

' P 0.0.0.0/0 192.168.200.1 reachable pppoe-out1
passSwo E p rofile= Al __ ether2 reachable

remote-addre’.s=192.168.30.2 By ch1-2ip> reachable

routes=19" .68.20.0/24

192.168.30.1 %

192.168.30.2

LT T

192.168.20.2/24 192.168.20.3/24
192.168.10.2/24 192.168.10.3/24

192.168.10.1/24 192.168.20.1/24




L2TP

/interface 12tp-client

add name=I2tp-to-hq user=

password= add-default-route=no
connect-to=hg.mikrotiktutorial.com disabled=no
name= profile=default-encryption ]

192.168.20.1/24

L TN
/|p firewall nat 192.168.20.2/24  192.168.20.3/24
add chain=srcnat dst-address=192.168.10.0/24 src-
address=192.168.20.0/24

i Firewall
| Fiter Rules NAT |Mande\ Service Ports  Connections Mcimhslsl Lwer?ProtocolsJ

#[[=| [+][%] (@] [ 7] o0 Reset Courers || 00 Reset Courtrs |
n-m—— oo s

192.168.20.0/24
1 =l masquerade stcnat 192.168.20.0/24

/ip route
add dst-address=192.168.10.0/24 gateway=




— http://network-tools.com/nslook/

Network-Tools.com Network-Tools.com

NsLookup NsLookup

domain |, .dyndns.org query type |ANY -Anytype domain 25u.com - query type LANY-Anytype
server 67222132198 | query class |IN-Intemet server 67222132198 | query class 'IN - Internet
port j53 | timeout (ms) 5000 ” port |53 timeout (ms) 5000

[J no recursion  [] advanced output L [J no recursion  [] advanced output 99
67.222.132.198 is a non-cached DNS Server 67.222.132.198 is a non-cached DNS Server

[67.222.132.198] returned a non-authoritative response in 2 [67.222.132.198] returned a non-authoritative response in 402 ms:

Answer records Answer records
name class type data i i name class type data time to live

|.dyndn5.°rg IN A 100.64.16.227 .25u.com IN A 171.101.112.9

Authority records Authority records







Thank you

http://www.mikrotiktutorial.com




# HQ

# may/22/2014 05:58:13 by Router0OS 6.13

#

/interface wireless security-profiles

set [ find default=yes ] supplicant-identity=MikroTik

/ip hotspot user profile

set [ find default=yes ] idle-timeout=none keepalive-timeout=2m \
mac-cookie-timeout=3d

/ip ipsec proposal

set [ find default=yes ] enc-algorithms=3des

/ip pool

add name=dhcp_pooll ranges=192.168.10.100-192.168.10.199

/ip dhcp-server

add address-pool=dhcp_pooll disabled=no interface=ether2 lease-time=1h name=\
dhcpl

/port

set 0 name=seriall

set 1 name=seriall

/ppp profile

add name=Branchl

/interface pppoe-client

add ac—name="" add-default-route=yes allow=pap,chap,mschapl,mschap2 \
default-route-distance=1 dial-on-demand=no disabled=no interface=etherl \
keepalive-timeout=60 max-mru=1480 max-mtu=1480 mrru=1600 name=pppoe-outl \
password=hqg profile=default service-name="" use-peer-dns=yes user=hqg

/system logging action

set 0 memory-lines=100

set 1 disk-lines-per-file=100

/interface l2tp-server server

set default-profile=Branchl enabled=yes

/ip address

add address=192.168.10.1/24 interface=ether2 network=192.168.10.0

add address=192.168.200.100/24 disabled=yes interface=etherl network=\
192.168.200.0

/ip dhcp-server network

add address=192.168.10.0/24 dns-server=192.168.10.1 gateway=192.168.10.1

/ip dns

set allow-remote-requests=yes

/ip firewall filter

add action=drop chain=forward disabled=yes src-address=192.168.20.0/24

/ip firewall nat

add chain=srcnat dst-address=192.168.20.0/24 src-address=192.168.10.0/24

add action=masquerade chain=srcnat src-address=192.168.10.0/24

/ip upnp

set allow-disable-external-interface=no

/ppp secret

add local-address=192.168.30.1 name=branchl-12tp password=branchl-12tp profile=\
Branchl remote-address=192.168.30.2 routes=192.168.20.0/24 service=12tp

/system identity

set name=HQ

/system lcd

set contrast=0 enabled=no port=parallel type=24x4

/system lcd page

set time disabled=yes display-time=5s

set resources disabled=yes display-time=5s

set uptime disabled=yes display-time=5s

set packets disabled=yes display-time=5s

set bits disabled=yes display-time=5s

set version disabled=yes display-time=5s

set identity disabled=yes display-time=5s

set pppoe-outl disabled=yes display-time=5s

set <12tp-branchl-12tp> disabled=yes display-time=5s

set etherl disabled=yes display-time=5s

set ether2 disabled=yes display-time=5s



#Branch

# may/22/2014 05:58:56 by Router0OS 6.13

#

/interface wireless security-profiles

set [ find default=yes ] supplicant-identity=MikroTik
/ip hotspot user profile

set [ find default=yes ] idle-timeout=none keepalive-timeout=2m mac-cookie-timeout=3d
/ip ipsec proposal

set [ find default=yes ] enc-algorithms=3des

/ip pool

add name=dhcp_pooll ranges=192.168.20.100-192.168.20.199
/ip dhcp-server
add address-pool=dhcp_pooll disabled=no interface=ether2 lease-time=1h name=dhcpl
/port
set 0 name=seriall
set 1 name=seriall
/interface 1l2tp-client
add add-default-route=no allow=pap,chap,mschapl,mschap?2
connect-to=hqg.mikrotiktutorial.com dial-on-demand=no \
disabled=no keepalive-timeout=60 max-mru=1450 max-mtu=1450 mrru=1600 name=12tp-to-hg
password=branchl-12tp \
profile=default-encryption user=branchl-12tp
/interface pppoe-client
add ac-name="" add-default-route=yes allow=pap, chap,mschapl,mschap?2
default-route-distance=1 dial-on-demand=no \
disabled=no interface=etherl keepalive-timeout=60 max-mru=1480 max-mtu=1480
mrru=1600 name=pppoe-outl \
password=branchl profile=default service-name="" use-peer-dns=yes user=branchl
/system logging action
set 0 memory-lines=100
set 1 disk-lines-per-file=100
/ip address
add address=192.168.20.1/24 interface=ether2 network=192.168.20.0
/ip dhcp-server network
add address=192.168.20.0/24 dns-server=192.168.20.1 gateway=192.168.20.1
/ip dns
set allow-remote-requests=yes
/ip firewall nat
add chain=srcnat dst-address=192.168.10.0/24 src-address=192.168.20.0/24
add action=masquerade chain=srcnat src-address=192.168.20.0/24
/ip route
add distance=1 dst-address=192.168.10.0/24 gateway=12tp-to-hg
/ip upnp
set allow-disable-external-interface=no
/system identity
set name="Branch 1"
/system lcd
set contrast=0 enabled=no port=parallel type=24x4
/system lcd page
set time disabled=yes display-time=5s
set resources disabled=yes display-time=5s
set uptime disabled=yes display-time=5s
set packets disabled=yes display-time=5s
set bits disabled=yes display-time=5s
set version disabled=yes display-time=5s
set identity disabled=yes display-time=5s
set pppoe-outl disabled=yes display-time=5s
set 12tp-to-hg disabled=yes display-time=5s
set etherl disabled=yes display-time=5s
set ether2 disabled=yes display-time=5s



