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NIV LUIUU
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" 115%1 DNS round robin load balancing
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Useleviln1sin Forward port wuu Multi wan
" 1enszanulan(Load balancing)
* nsaldulaEutiady Adeaunsalgarula(Failover)

* Fix port A1SHENITUBUULINET WU wanl WAl wan2
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" Forward Port Aaazls
Forward port #38 Port Mapping A N15%1l# internet 91nA18Uen 8111580
Fousoiiunn gunsalneluld Feagldlunsdlfisl IP Srdnusil Server nanadi
1n1suen Service Tusnns waviass infledlddrmsunistdanuniudumesidniiu

199U N6993935UA Lhag voice over ip (VoIP)
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3Uan https://en.wikipedia.org/wiki/Port_forwarding
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* Forward Port wuu Multi wan faazls

ABNSVINbENLNTALUNDIUINNS Server, VPN, CCTV Magnaa Router 7fy1 Wan
unndmdady iladanisnszaenisivanteyalilvedduidulaidunila 8ni
anunsatlu Backup Tunsaindulauiandeanuisalaaiula



Source address

HostA 10111001540

10111008 Destination address
10.1.1.100:1540

Source address
10.1.1.200:1586

—

|

101120008 Destination address
10.1.1.200: 1586

Host B

—® Host A sends a request

Server respondsto Host A
— ™ Host B sends a request

™ Server responds to Host B

162.10.2.8524

Router

N13 FORWARD PORT ttuu MULTI WAN

Source address
162.10.2.8:5480

i

Server

Destination address
162.10.2.8:5430
Source address

Destination address
162.10.2.8:9481

Eazy IP tahle
W ay Before Router After Router
Cuthound 10.1.1.100: 1540 162.10.2.2:5480
Inbound 162.10.2. 85420 10.1.1.100:1540
Outbound | 101 1. 2001586 162.10.2.8 5481
Inbound 16210.2.8:5481 10.1.1.200: 1536

3U3n https://support.huawei.com/enterprise/en/doc/EDOC1100086645
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* Jaulun199 Forward Port luu Multi wan
" 1P AUNNINABUBNNLUINNEYNYIN Address list
" 11 IP aunienagly Address list 3111990 Wan 1luuiasyinns Mask

connection

=]

. Lﬁ@%@ﬂﬂﬁ%gﬂéﬂﬂﬁﬂﬂgﬂ P @uUN19AEAT Mask connection 7711270 Wan 21

Y

Tnundsnauluvniiy
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* 115 Config Wi&519 Interface list &%5U Wan waztiiv Wan w1l
AUNUNUBY Interface list

Interface  Interface List | Ethemet EolP Tunnel | IP Tunnel GRE Tunmnel WL

g = [SF | Lsts
List ¥ | |contains ¥ | [WAN
List Interface
WAN PPOE_3BB
WAN PROE_AIS
Interface Lists =] E3
+ = |l ¢
Mame ¥ | |contains * | [WAN + | -
Mame -
WAN
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" 649 Filter Rules
Firewal Rule <80.443>

General | Advanced Bdra Action  Statistics General | Advanced | Bdra = Action | Statistics
Chainy | forward ¥ Action: |add src to address list ¥
Src. Address: -
Log
Dst. Address: -
Log Prefix: &7

+

Protocal: & ttcp)

. Fodt Address Ust:lFu:urPu:urt ¥ I
rc. Port: .
%ﬁmuw’%ahjﬁlé’ 'I“lmenLrt:IDD:m:DD I <+— MUAUANIUAIULNRUITHU

Dst. Port: 80,443

*

Any. Port: -
In. Interface: -
Out. Interface: -

In. Interface List WAN

*
3
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" 514 Mangle 911 Mark connection #1u3UUV1 Wan

General | Advanced | Bxtra | Adtion | Statistics General Advanced | Bxira | Action | Statistics General Advanced FEsra Action | Statistics
Chain:lpren:-uting ;l Src. Address List: FarPort F| Action: mark connection *
S Adriress: - Dist. Address List: % Log
Dst. Address: v Layer7 Protocaol: v Log Prefix: v
Protocal: e Content: - Mew Connection Mark: | 3BB->5rv ¥
Sre. Fort: Connection Bytes: - v Passthrough
Dst. Port: Connection Fate: 7
Any. Port: Per Connection Classifier: -
In. Interface: PPOE_3BE ¥ .~
Out. Interface: hd
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" 519 Mangle ¥11 Mark routing #743113UY1 Wan

General | Advanced FExtra  Action Statistics _
General Advanced | Bdra Action | Statistics
Chainl prerouting |$
Sre. Address: - Action: | mark routing ¥
Dat. Address: - Log
Protocal: - Log Prefis: =
Src. Port:
Mew Routing Mark: || FPOE_3BB ¥
Dst. Port:
Any. Port: Passthrough
In. Interface VLAMT00 ¥ || a
QOut. Interface: -
In. Interface List: -
COut. Interface List: -
Packet Mark: -

Connection Mark: I ABB-=5rv ¥ IA



N13 FORWARD PORT ttuu MULTI WAN

" YAFDUNITVNNU

Connection Mark ¥
Src. Address

SACd 1.2.215 70:55834
SACd 1.2.215.70:55835
SACd 1.2.215 70:5583E
SACd 1.2.215.70:55837
SACd 1.2.215.70:59838
SACd 1.2.215.70:55835
SACs 10.2.2.16:50879
SACd 71.114 67.62:41063
SACd 71.114.67.62:41070
SACd 71.114 67 62:41080
SACd 71114 67.62:41082
SACd 71114 67 62:41084
SACd 71114 67 62:41086
SACd 71114 67 6241122
SACd T1.114 67 62:41124
SACd 71.114 67 .62:50046
SACd 71.114 67.62:50043
SACd 71.114.67 6250050
SACd 71.114 67 62:50100
SACd 71.114 67 62:50102
SACd 71114 67 62:50104

contains ¥ | |-=Srv

Dist. Address
18482 100.86:443
18482 100.86:443
18482 100.86:443
184.82.100.86:443
184.82.100.86:443
184.82.100.86:443
1.2.215.70:5760
14.207.80.110:443
14.207.80.110:443
14.207.80.110:443
14.207.80.110:443
14.207.80.110:443
14.207.80.110:443
14.207.80.110:443
14.207.80.110:443
14.207.80.110:80
14.207.80.110:80
14.207.30.110:80
14.207.80.110:30
14.207.80.110:30
14.207.80.110:80

Protocol Connection Mark

& ftop) AlS-=Sry
& ftop) AlS-=Sry
G top) AlS-=Smy
& ttop) AlS-=Smv
& ttop) AlS-=Snv
& ttop) AlS-=Snv
G ttop) AlS-=Snv
& ttocp) 3BB-=5rv
G ftop) 3BE-=5rv
& ftcp) 3BE-=5rv
& fcp) 3BE-=5rv
& tcp) 3BB-55rv
& ttcp) 3BB-=5rv
& ttcp) 3BB-=5rv
& ttcp) 3BB-55rv
& ttcp) 3BB-=5rv
& ttocp) 3BB-=5rv
G ftop) 3BE-=5rv
& ftcp) 3BE-=5rv
& fcp) 3BE-=5rv
& ftcp) 3BE-=5rv

Timeout TCP State

23:55:53 established
23:55:53 established
23:59:53 established
23:59:53 established
23:59:53 established
23:59:53 established
23:59:59 established
00:00:06 time wait
00:00:06 time wait
(0:00:06 time wait
(0:00:06 time wait
00:00:06 time wait
00:00:06 time wait
(0:04:59 established
(0:04:59 established
00:00:06 time wait
00:00:06 time wait
00:00:06 time wait
23:55:559 established
235559 established
23:55:59 established

Crig./Repl. Rate
0 bps/0 bps
(' bps/0 bps
(' bps/0 bps
(' bps/0 bps
(0 bps/0 bps
(0 bps/0 bps
256 bps/928 bps
(0 bps/0 bps
0 bps/0 bps
0 bps/0 bps
(' bps/0 bps
(' bps/0 bps
(' bps/0 bps
(' bps/0 bps
(0 bps/0 bps
(0 bps/0 bps
(0 bps/0 bps
0 bps/0 bps
0 bps/0 bps
(' bps/0 bps
0'bp=s/0 bp=

Crig./Repl. Bytes
5.5 KiB/20.5 KiB
2267 B/1BRE B
2215 B/1548 B
2815 B/1755 B
2305 B/1518 B
2257 B/1549 B
75.8 KiB/68.5 KiB
4403 B/ 166 .4 KiB
8.4 KiB/445 3 KiB
2056 B/35.2 KiB
5.9 KiB/238 3 KiB
5.6 KiB/170.8 KiB
2423 B/31.7 KiB
1453 B/9.5 KiB
657 BA3771 B
180 B/132 B

710 B/555 B

180 BA32 B

100 B/52 B

G0 B/479 B

100 B/52 B
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" nsaulal Mikrotik 11 VPN 15619 Filter Rules g4 Input $1949971 Packet 7
Wranazlalaidunisdese

Firewall Rule <1701 5004500 Firewall Rule <1701,500,4500:

General | Advanced Exra Action  Statistice Gereral Advanced Bdra Action | Statistics

Chain:l input # .P-.ctic:n:l add src to address list ¥ I

Src. Address: -
Log

Dst. Address: -

Log Prefix: -
Protocal: 17 {udp) | -~

Address List{|MT |¥

Srz. Port: - o @ v °
< AeARUANI LUALA Timeout: [00:01:00 [3] ———| AMruAnINANNLNZEL
Dist. Port: 1701,500,.4500 N
Any. Port: -
In. Interface: -
Out. Interface: -
In. Interface List: [ | [WAN ¥ & |

Out. Interface List: -
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" 514 Mangle 911 Mark connection #1u3UUV1 Wan

Mangle Rule <1701,500 4500

Mangle Rule <1701,500 4500 Mangle Rule <1701,500,4500:

General | Advanced FExtra Action Statistics General Advanced | Bxtra Action Statistics General Advanced Extra Action | Statistics
Chain:l inpuit ¥ Src. Address List: MT ¥ ||a |* Action:| mark connection ¥
Src. Address: - Dst. Address List: - -
g
Dst. Address:
fess M Layer? Protocol: b Log Prefix: %
Protocaol: 17 (udp) ¥ ||~
Content: 7 MNew Connection Mark: | AlIS-=MT ¥
Src. Port: -
Connection Bytes: - v'| Passthrough
Dist. Port: 1701,500,4500 N
Connection Rate: -
Any. Port: -
Per Connection Classifier: -
In. Interface] FPOE_AIS ¥ ||~

Out. Interface: -
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* 79 Mangle 911 Mark routing mug1u3u21 Wan ¢7 Chain Aazidu Output

General | Advanced Extra  Action = Statistics X L
I General  Advanced BExra  Action | Statistics

Chairl: output
Src. Address:
Dst. Address:

A.ctic:n:l mark routing ¥ I

4 4 4|+

Log
Log Prefix: -

Protocol:
Src. Port:

Dst. Port: Mew Routing Mark: | PPOE_3BEB

Any. Port:

*

Passthrough

In. Interface:

Out. Interface:

In. Interface List:
QOut. Interface List:

Packet Mark:
Connection Mark: I JBB-=MT
Routing Mark:

4 |F |4 4 4 4 4

+
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DNS ROUND ROBIN

* DNS round robin faagls

DNS round robin AaNsYINlnanuIa ug e el DNS Server 35015 ABNSlE IP
mmmmm P wWrluly DNS record 19 Domain Sewiien Seviliinanisesds
Domain tuadl 1P Uﬁﬁﬂgmm’amm P umﬂmmﬂuL’aummmmmummu

110 Wienszaneluanlunny Server #n99
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www.yourdomain.com §
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* 1298199UNY1 DNS round robin




DNS ROUND ROBIN

* 11511 DNS round robin 928 Mikrotik

5% DNS round robin Unfazsilu 1P fitdu static Tnewfisdluly DNS record
ﬁm%’u Dynamic IP @84l Scripting language 489 Mikrotik l131%83an15 b
Lﬁ@\‘iu N191UTIUAU APl 67 DNS Management Gumrfﬂmmmﬁ gl Ctoudﬂare

Digitalocean, etc @1%5UA7? Dynamic DNS free muammﬁwmma riansuazdy
K3
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* A29819099 NO-IP(lin3)
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" 179819989 dynamic DNS 984 dynu.com (W3)

1Wlulen APl Key
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" 179819999 dynamic DNS 984 dynu.com (Free)

/E
e
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" 179819999 dynamic DNS 984 dynu.com (Free)

W lUIRNTS DNS
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" 179819999 dynamic DNS 984 dynu.com (Free)
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" 179819999 dynamic DNS 984 dynu.com (Free)

Wlusansuiia DNS
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" 179819999 dynamic DNS 984 dynu.com (Free)
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* 5391 ID Record ¥a4 DNS Ui https://www.dynu.com/Support/API
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" 7798191U https://www.dynu.com/en-US/Resources/API
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- é’ffaLﬂ%aaﬁaém%’umaauﬁa%’aga API 19 Extension U84 Browser

" Firefox
" RESTClient

" RESTED

"Chrome
" Talend API Tester
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* 71798194 LU Browser Firefox extension RESTED

|
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" 119819119 Browser Firefox extension RESTED

"statusCode™: 280,
"domains™: [

{
"id": 9379944, \
"name”: "tondev.freeddns.org”,

"unicodeName": "tondev.freeddns.org”,
" LGZCAFLCGHGOPVOQEDHG™ ,
"Complete™,
"location": "™,
"group”: ",
"ipv4Address "1.2.215.78",
"ipv6Address”: null, Domain id
"ttl": 68,
"ipv4":

"ipve": fa B
"ipvaWildcardAlias™:
"ipveWildcardAlias™:
"createdOn™: "2021-81-17T716:26:83",
"updatedOn™: "2621-81-18T83:39:55.69"

I

{ _/

"name": "tondev.ddnsfree.com”,
"unicodeName”: "tondev.ddnsfree.com™,
"tokel "WVGUKSLXAFUBNVYOCDDB™ ,
"Complete™,

"location": "™,

"group”: "

"ipv4Address”: "1.2.215.78",
"ipveAddress":
"ttl™: 128,

"ipva®:

"ipve": B
"ipvaWildcardalias™:
"ipveWildcardalias™:
"createdOn™: "2621-81-17T16:49:56",
"updatedOn™: "2021-81-17T18:15:31.883"
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* 197 Domain ID ¥1AUN1 Record ID

“statusCode™: 200,
“dnsRecords™: [
{
"id": 7203433,
“domainTd": 9379944,

“domainName”: "tondev.freeddns.org”,
nodeame”: "",

“hostname”: "tondev.freeddns.org”,
“recordType": "SOA",

"ttl": 68,

"state™:

“content™: “tondev.freeddns.org. 68 IN SOA nsl.dynu.com. administrator.dynu.com. © 3666 990 684800 360",
“updatedOn”: "2021-01-17T16:26:84",
"masterName”: "nsl.dynu.com”,

"responsibleName”: “administrator.dynu.com”,
"refresh™: 3680,

“retry”: 90e,
“expire”: 604300,
“negativeTTL": 360

“domainId": 9379944,

“domainName”: "tondev.freeddns.org” |
“nodeName”: "",

“hostname": "tondev.freeddns.org”,

"recordType": "a", Record ID
"tel": 129,

"state”:

“content”: "tondev.freeddns.org. 12 IN A 14.207.86.118",
“updatedOn”: "2021-01-18T83:35:21",
"location":

“ipvaAddress”: "14.207.80.118"

“domainId": 9379944,

“domainName": "tondev.freeddns.org”,

“nodeflame”: ",

“hestname": “tondev.freeddns.org”,

“recordType”: "A",

"ttl": 120,

state”: =

“content”: "tondev.freeddns.org. 120 IN A 184.52.169.5",
“updatedon”: "2021-@1-18T@3:39:49",

"location":

ipvaAddress”: "184.82.109.8"



DNS ROUND ROBIN

" 11 Record ID T&lu Scripting ﬁUizq Domain ID

“statusCode”: 200,
“dnsRecords™: [
{
"id": 7203433,
"domainId": 9379944,

e s s local domains

“hostname”: “tondev.freeddns.org",

ecordType”: "SOA",
"ttl": 68,
"state”: b

ontent™: “tondev.freeddns.org. 68 IN SOA nsl.dynu.com. administrator.dynu.com. @ 3608 900 604808 380", " nDdeName

"updatedOn”: "2021-81-17716:26:04",
"masterfiame”: "nsl.dynu.com”,

.:::izzz:i}?lzzzgf”‘ “administrator.dynu.com”, " re’ CD rds_i d '
= "7203438";
"7203440";

T,
r

: 664300,
"negativeTTL": 360

15

“id": 7283438,
FdomainId”: 9379944,

“domainName": “tondev.freeddns.org”)|

“nodeName” :

“hostname”: “tondev.freeddns.org”,
"recordType": "A",

"ttl": 120,

"state"
“content”:
“updatedOn™: "2021-81-18763:3

"9379944";

Record ID

|rg rD.Llp m
"state"=true;

"tondev.freeddns.org. 12| IN A 14.207.80.116",

;21"

"location:
puaAddress”

14.207.50.110"

el

“id": 7283449

“domainName": “tondev.freeddns.org”,

“nodeName”
“hostname™: “tondev.freeddns.org”,
“recordType": “"A",

"tel": 120,

"state": true,
“"content”: "tondev.freeddns.org. 120 IN A 184.82.189.8",
“updatedon”: "2821-@1-18793:39:49",

"location”: "",

"184.82.109.8"
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" NAdaUSY Script waz lookup

[admin@MikroTik]
status: finished
downloaded: 0EiBC-z pause]
total: OKiB
duration: 0s
status: finished
downloaded: OEiBC-z pause]
total: OEiB
duration: 0Os
Address

D 14.207.20.110
D 184.82.109.2

MNetwork
14.207.80.1
184,82 961

» faystem script run dynDNSroundRobinDynu

Interface
PPOE_3BB
PPOE_AIS
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