M«
WU enm PIUNLFAY oms I FIVNINULUNTN om HMAN oo

U58N1ANTENTIRINALNBLATUFNILATAIAL
309 wannaEinIsiusnEUoyasTneneNiawesve s liusng
WA oo

Tnefidunisanasufulsmdninasinsfvinwideyaasnasmsneufinmesves
AliusnslilianuminzauivanvATegna fen waswelulaglutagdu

ofsgiunanunnlung @ ssanils wimsesesydRiidenisnseihauiio
Aeatunaufinmes w.e. beeo Fawdlufinfulaensesadydiiifenisnssianuiin
Aenfureufinnes (aufl ) wA. bevo LAXNINT1 bb 253AAN Wiinses Ty
Jdhenisnsgrianuiinfertupeuiunnes wa. bedo dwdlufiufulnenszsvsydd

A ]

aa o

TehemsnszvheraiiafureNiined @UUT ) WA bebo {FUUATIINSNIENTIATIE
dawsugianardsaueanusznmall dwiolud

Yo o Uszniaii3enin “Uszniansgnsisddvafielasugiauasdenn 13eq
WANNATINISNUINYITaYAI19INNADUTAADTVBILIUSNT WA b&oc”

o o  Usmadllddidudaus fuinan fulsenielusvfarunwidusuly

fo o Ionidnuszmansgnaneluladansaumanaznisdoas Bos néninai
MAAUSNITaYAITINIVNIABUNAADTVRIIAUINT WA, b&&o

fo « Tuvsgnail

“ALAUSN1S” vaneAud

(@ Hlidnunyaradulunmathgdumedidn vieliaunsafndedsulagdsznisdu
Tnesunsszuvaeufinees sl lLidtwsdunisTvuinsluniuresnuies ndeluuy
vidoiflousglovtiveayanady

(o) fliinaifuinundeyanoufiusedilevsslovivesyanady

“sruunsiigatkaziududinuniaiiva” vuneaudn seuunisameidounig
\n3evnedumesidnnsoinievemedidnnsedndiidenlesteyaszniniyanale 9 viedeya
Se TN {LAUSNIS yARasing o visenienuuessy Tussuursuiunesiaviasetig
Sidnnsolndviedumedidn ievszlovdlunisfigardduduiinuuaznisnszinla q
fRgndostumsigatiazBudusmilnefesegnelinseuveanaluladfisenndosuaziduly
aruvdninad Jeuly wazuinsgruduinlutesszduanuindeievessruuuazdeiild
Tunsuduseufivssnmaduiimun wdoauiisguusiinisnssniitadelrsvsia
wardanlsEnIAnavin



W eo
WU eam PIUNLFAY oms I FIVNIULUN o HMAN oo

“nsfigaduazgdududinu” nu1eadddl AsrUIUNITgIlLazduduniugnaes
vesfryanalidnaglnsdiyanatiuomdefiiniindeyanoufmesfiussuanalagszuy
AaNIasIalny1UTeRYs

“Hodsauooulatl (Social Media)” Mungamin devidedesnislunisinsedoans
vidouanideuteyasyminsyanalaglimeluladansaumna velndetnedumedidn (ntemet
Intermediary) ﬁLﬂum'ﬁa%ﬁw‘%aLmJLLWi"Lﬂfamideﬁ;ﬂ%qmé’wﬁu (Creation and
Exchange of User-generated Content) ﬁaaﬁuawmsﬁamiaaqmq nIoNIsULEUDILaY
wgunsidonluanfldfenues Serufudlisiinane Tsunsuneufinmes woduas
wonndiatu nszaudnn wietedinueeulall Fodmiuninmeunsuazuaniuisuiiion
Adudeyaneuiiunes doyadidnnsetind awis 1Hes Fviml vieuiludeya vdelsuinng
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(Telecommunication and Broadcast Carrier) ‘Uixﬂauﬁaaﬂiﬁu%mimmﬁﬁﬂwuﬂu
MARLIN 1. wuUTeUsEAd

U JUTN1sSNSnaesEuuAIeUnenauianes (Access Service Provider)
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A, JWUSMsinszuueeNiames viselryusnslusunsuyssenssing 9 (Host
Service Provider) Usznaudedlsiuimaniudiiinusluaanuan n. wuuiedssnied

5. fliusmsiwdumesidn Yszneusedliuinseuidmuslunamon .
wunsheusenall

3. glausnaslusunsuneuiianes wondwds malulagUyqyrusehivg
LonmalTuivilvyaraaunsaindedoasdeyasenitefulsd (Online Application Store)
Usznousedlvuinamudidvuslumeanuin . uuuiedseniad
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ruszuuAetenouiawed lidaslissuvandnviolifiniy Uszneusegliuinnsad
fmualunasuan n. wuuieUssnal
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. Q‘lﬁﬁmiﬁé’fa;ﬂaﬂauﬁama%shuuawwﬁmﬁi'j"wm6] (Content and Application
Service Provider) Usznaudedliuinismuiidmualunasuan n. wuuiieussnmed

1. flRuimafuniendeyaiilusluuudiasavieans lnefszuuiivims
Jan1sdoyasiedumesida 019wy sruuAaIn (Cloud Computing Service Provider)
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(@ MIvimsianismadfvesdldan (user access management) tiloAduAy
madhfsdeyaluszuumsiigaiuasiudusnuamealdsuouanaud

(@ msdmusniiausuiaveuesdldary (user responsibilities) iedosty
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(@) \Avlude (Media) v3egunsainenfinmeivsosvuuasufiumes fiarunsadnm

=

AINUATUNIUYNABINTIRZY (Integrity) wazssysiuana (dentification) Ndsdedananala
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Adusnwld wu nsAulilu Centralized Log Server %3en13vi1 Data Archiving w3evh
Data Hashing 18udu WiuusffinihiiAeidesiiiirvesvieduinsosdnsiivueliamisn
Wisdeyanenandle WU JRIiad@euTsuuaITaumAvetesAns (IT Auditor) vw3eyama
flosdnsueunng udu satadnemdmihfinunguneidhenmsnssrhanuiadetu
AU IADS
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(@ lunmafiuteyansasdu Fosaunsaszyssasdendlduinindumeyaaald
(Identification and Authentication) L9u &nwazn15l4uUSA1S Proxy Server, Network
Address Translation (NAT) #3® Proxy Cache %38 Cache Engine #38USN1S Free
Internet %38 Wi-Fi Hotspot 1Jusiu fesanunsaszysimuvagliuinisiluneynealaasy
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ARNTIMBIAINA IRl sEUUNTgtLAzBuduAInY  (Identification and Authentication)
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flssnisdessaunfiniuesgunsniuinimnelialinssiunaidsdeana (Stratum o) Timse
fugunsaireuiiamesitisados (Clock Synchronization) wazanasgiumsiivinwideya
avseoufiuneifeniulunumasgiuananuiitwuallunakuanieyssmaetiuil
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Usziam J18az1d8nf10819gULUUYREIUINS
n. gusznaufianisinsauwinulee | o) ;ﬂﬁﬁmﬂmﬁwﬁﬁuim (Fixed Line Service Provider)
AINTNTEMUANLASLEDS ) p:ﬂ.ﬁu%mﬂmﬁwﬁmﬁauﬁ (Mobile Service Provider)
(Telecommunication and o) aﬂﬁﬁmﬂwmumﬂuﬁlﬁu’%mﬂmﬁwﬁamaﬁumuiwuﬁumaiﬁmag
Broadcast Carrier) LAT8T18ADNNUADS

& HlU3N153993191 (Leased Circuit Service Provider) 1@y glu3nns
Leased Line, ;ﬂﬁu‘%mam&mﬁ Fiber Optic,

Hl¥U3NNT ADSL (Asymmetric Digital Subscriber Line),

HLU3NNT Frame Relay,

HLUSNNT ATM (Asynchronous Transfer Mode), &L#U3n13 MPLS (Multi
Protocol Label Switching) tudu tiuus

;ﬂﬁu%miﬁ?u TwusnsueLiies Physical Media n3oanedayeyiaeenaiien
(Cabling) Wit (12

#l¥U3n13 Dark Fiber,

glvusnsanelonfthuas Ssenalaiiidayau Intemet vi3elsifl IP Traffic)
&) mﬁﬁmimuﬁw (Satellite Service Provider)

o) {l#U3N3 VOIP (Voice over IP)

9. fusnsmadnfessuuesetis | o) AWUSn15Buwesidn (ntemet Service Provider) visfianeuarliane

ABNRILABS (Access Service o) {Usznaunsaliuinislunmsidifsssuuasediereuiamesluiosin
Provider) Voutn Lsausy visefuemisuasiaTony luusiasnay
pg1ntleagla

o) AlHUSMsdndessEuuATede AN ImETAMTUBIANT LU vthienu
379115 VSN visean1dunsin

A. Aliusmsidnsvuunesniawmesiiie | o) AliiuinisigiseuuAeuiawes (Web Hosting), n1sliusn1siy Web
Trusnistusunsuussandsing 9 Server
(Hosting Service Provider) ) flviuinisuaniudeuuitudeya (File Server w3e File Sharing)

Y a Y = a & a ¢ . . . <
o) AlUSMsidntananedidnnsetind (Mail Server Service Provider) %3e
uinsihfisdennudidnnsedndfasedearsiurussuunonitines
@) dusnsaudsulindeyamedumesiia (Internet Data Center)
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1. gusnsiudumneside

o) AUsnssuBumesiin (internet Café)
o) {liusnsiunueeulatl (Game Online)
o) HlUsnMsuszinminudvsedunuinisuseiny Virtual Reality vi3e e-Sport

3. gliusnislusinsumeuiames
gavAuas maluladUuaiUsshivg
wonwaiadu Mvhlsyanasily
ansafnsodeasteyatieriuls
(Online Application Store)

@) App Store

) Google Play

o) Chatbot

@) Clubhouse

&) Telegram

o) fliinsduiliuinslasdnuuznslinnsindedeansludnuaizyiues
RV G

¥

2. fliuinsdedsnuooulavisaniag
Tusnslugmugdenandlunissuds

ToyaHIuTTUUIATRYIUABNTIIADS

Lidasdisyuuveniuan@nuielin
ALl

@) Facebook

o) Youtube

o) Instagram

@) Linkedin

&) Line

o) MSN Messenger

&) Whatsapp

) Q‘Lﬁu%mi?iuﬁslﬁu’%mﬂmsJé’ﬂ‘wmsﬂW{Lﬁmiﬁﬂ@i@ﬁ@ﬁﬁiiuﬁﬂwmzﬁﬂuaa
CReREGE!

b, ghiuinislunisiivinwideyansuiinnesiiieysslevivesyananiude ¢ (o) Usenoudieg
ALUSNT Aen1arwIn n wuureysenadl

Udszan

=) o ) Y a
i'laazl,aaﬂmas'mgﬂ LUUUDY Eﬁ‘ﬁﬂiﬂﬂi

n. glviuinisteyaneuiianesii
LRNNALATUANY 9 (Content and

Application Service Provider)

o) AWUSN15IVVESA (Web board) wiserliuinisuden (Blog)

) {liU3NsNITgInsIun1nIsRunBumnesiie (intemet Banking) way
Aliu3nistnsziiun1edidnysednd (Electronic Payment Service Provider)
o) {USNsIuesia (Web Services)

&) Aliuinsmdlvdddinnselind (e-Commerce) %30 §3n3ums
Bidnvsoting (eTransactions)
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9. gliusnsiiuindeyaluguuuy
Frasmsennslaefiszuuiivims
Janisfeyauudumesiin aa1ae
(Cloud Computing Service
Provider) 3l U3nsTaemsefy
fldusnisviver ¥ (End User)

®) pﬂﬁ’ﬁmﬂmaa%aﬁugwwé’ﬂ (Infrastructure as a Service: laaS)
) {lUSnsunannesu (Platform as a Service : PaaS)

o) l}ﬂﬁu’%mwawmﬁ (Software as a Service : SaaS)

@) l}ﬂﬁu’%miiwu{fﬂlﬁuﬁaga (Data Storage as a Service (DSaaS)
& {l¥U3N133UU CON (Caching Delivery Network)

A. {LUSN3AITE (Digital Service
Provider) fildin3otnsnaufiames
wioszuuneuiamesTudiumils
Y0INSLAUINT

o) {lAU3N139uN15RU (Finance)

©) {IUSNTAUA1550EY/aU0 N (Health)

o) glivsnisenulaaled (Lifestyle)

&) {iusnisauedwnIunineg (Property/Urban)

& HlusnsaueMsuan1sinYas (Food/Agriculture)

) {liusn1siunisvieaiien (Travel)

o) {lUSNsaugnavngsa (Industry)

) fliusmsaulseiude

«) glAusnseun1sfng (Education)

®0) ;ﬁﬁﬁmiﬁmmaa Aave wazdunuinis (Music, Art and Recreation)
o0) fliumssumssminedufuasliuinsdug Aldszuuresiiomes
ilethenoufinmes lunsliuinsiiesunn B2B C2C B2C G2C wazdu ¢
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WA bdoe

Wieliuinsnisnisiiudnwideyassiasreufinnesidulumuuinsgiuainavazduasuginssy
mediannsedndlilimnuiniedie waziiedesiunassiununeiundngudiannsedndiinsidesivoivginssy

Aoufimes wazduanaumsleues Aliusnmsynussinnaulssmeatuiiviamuayndssnndesdniiuinwdeya
asasAeNiimeslaenisdaiudinandesdiseanBendwialuil

Y v
o

wmsgrumlulunisdaiivdeyassnasnisasuiunesnunianuin 2. wazaiulseniAaduilnmun
foslsznousie

f.

(@)
(o)
(en)

(@)

(@)

(o)

(ev)

(@)

(&)

Joyaduiingmsainsnldemilussuureuiiames (Event Logging) S’quéfaqﬁuwmmimwaauﬁﬁwgLLa
(Control) Feyavsmasepewiiauwesisyuureuiunesanusalideya nusnwdeya vsenyaoutoys
mslfnuvesiliuinig desniuvesszuuneniumesivuiindeyarouiameslild seazdenesiusd
ANuiana1nvesszUuAeNfinnes uazdeyadoanaiunidlaive fuesszuunsufinnes dil
swasBondail

Foyatianansaszysauvesgliuinig (D of Users)
swazdeavenisiddeyavesliusmslussuuneuitames (Activities of the system)

u v wazsazBenvnmsaiddyiiiRedesiuianssuvesldnu viegliuing wu msdeadudn
PONTTUUABNNILADS (Log-on and Log-off)
Toyananunsaszymnoiavvears ot erNiamessTuUReLTmes gunsalnoufiames (System

ID) aauilumsitresnseuuasuiames (Location) wavgunsaifiliidessonaufnosli
ARNIMRTALNTaIINDITEUURBURILMETE (Device recognition)
TeewBentuiinnadfauasmmeneutifassuunesiamesiuduidnfssuueesioavesiduay
Ei’auﬁiwummﬁ?Lmai‘UﬁLaﬁmiL‘ﬁﬁﬂ (Records of attempts to access the system

successfully as well as rejected ones)

tuiinneaziBundeyaneuiiuneifinairfsudstoya (Successful and unsuccessful data
records and other attempts to access resources)

eavden Ussnnveswenndindy waensldnulussuureuiumes (The application and use of
systems utilities)

wilsdeyauazUsunvmosteyaneufimesiigniinfdussuunenfiames (Accessed files and access
kinds)

fumisiioguesszuuieierneeniinmes (Network Addresses) uagluslnneandniildy (Protocols)
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(00) FwaBuannsNIsNIsUaiudeanaunialaues wu seazdeansldusunsudesiulaia
Aoumes sruuhseisdeanmunisleasimilvissuuin uasgnsedumslden (protective

mechanisms such as anti-virus and intrusion detection systems are activated and deactivated

as required)

(00) TgaBBEATINTTUMIWILLENNARTWIN9Y Inegldu3nns (Transaction records done in

applications by users)

U spuuinwanuUaenievedeyalTasneneNtanes (Protection of Log Information)

A, AU oA RIVNABLTT IND T YRR LT UL INET UavEUSYNITAMIseUUnaui o3

(Log Information Administration and Operation)

1 msRsszuunaTidenseruaunsalreniiamesuayssuunauiunes Iiduszuuaina (Clock

Synchronization)

v oy

wail anmsnisaanandisiulvdanusuldiunsdanisteyaasamreuiime saudssinnves liu3nis
dravetl Vuus Tnsanmeesmslsiuinmsdenan ssuuaesfiames Waunsuneufiawes sovias liaunsosiduns
Audeyaamamnesfiuseifnanldlneasuduimn Trglduimasindnindentnmudwmihiiefiarsan
s iun1sUfoRmumaninasidsiulanuaud i

(%

o. Toyassnasnuneninmesdafliuinsmudsznmeate ¢ (o) n. nihfideaduinw Iawieludl

UYsznn

seaziduariiagevastaya

n. feyaianunsaszyuazAnnudia
wraenla AU Yanenie uagnig
anefinTuvesnsinfedeansves
STUUADLNIADS

- foyaszuuguanelnsAnsiiugiu nsdniingledie wazsvuugdnsAng
@121 (Fixed Network Telephony and Mobile Telephony)

- MR UINTFN vse vuneavlefiuanasa (IP Address)
LAUANIYINAT TINAIUIAITIERUDU 9 LU UIn1slouans waznueaulnsfiumg
ldlouany summmenulnsdniggnisonaninsdwindnisiou

- %o Megvaslduinisvsegldnunameidey (Name and Address of

Subscriber or Registered User)

- doyafeafuiudl, e uagiivsves Cell ID Faiinislduinns (Date and
Time of the Initial Activation of the Service and the Location Label
(Cell ID))

. Yoyafiannsaseyiui Lan uag
SYYLIANVDINITANFDEDAITVDY
SEUUABNIILADS

Fuil savlananBudulardugavesnisliau (Fixed Network Telephony
and Mobile Telephony, the Date and Time of the Start and End of the

Communication)




Uszan

gazidunlet1vvataya

A. Foyatsanunsnsryiindumsld
Insdwvisledie visegunsal
Ansiodoasuuuliany (Mobile
Communication Equipment)
Tnedoufuliluguuuy

Centralized Log Server

@) 7914 label Tunsiweusa (Cell ID) @0 1uNSURRRDEDENS

T o

) Tayadeszuinmenienmuedndnilefedueulesiutoyainies
Cell ID vauednTAnG0d0HNS

o) FAMWEITEUUUININTINEOUYARALLTUINIS

¥ a

fayavsiasnieneniame s¥edliusnisaulszniade & (o) v. 89 A, Indhideufvsne

UYsznn

sgaziduaiiagsvastaya

n. Joyadumnesidaiiinainnis
WhdlaszuuiaIevy

o) feya Log Aifinstufinl Aifledinsiinfeszuuiaietnedssyfsinuas
anslunstnfiaAIeve (Access Logs Specific to Authentication and
Authorization Servers L% TACACS (Terminal Access Controller Access-
Control System) or RADIUS (Remote Authentication Dial-In User
Service) or DIAMETER (Used to Control Access to IP Routers or

Network Access Servers)

b) ToyaineIn Ty uaglan1sindeveunTesidinlduinisuazinies
1913015 (Date and Time of Connection of Client to Server)

o) Teyaneaiuliefiseymnugly (User ID)

@ Yoyanueavyndumesidafignivuslaessuudiuinis (Assigned
IP Address)

&) Toyafiuenisvnglavanefilsonidun (Calling Line Identification)

9. Joyadumnesidnuunios
gliusnisannunedidnnseiind

(e-mail servers)

o) Yoy Log fituiinliisleindaasadiuinslusudlddidnnsetind
(Simple Mail Transfer Protocol : SMTP Log)

Baldun

- dogamnuiavvestoruiissyluamaneddnmsetind (Message ID)

- dogadoiiogidnnsetindvesids (Sender E-mail Address)

- fosadoiiogdidnnseiindves3u (Receiver E-mail Address)

- feyafivenisanuglunisnsiaaey (Status Indicator) Fsldun anmang
Sidnnselindfdedse wwmnedidnnsetindiidsiu snnunedidnnsedndid
nsdeandn Jusiu

) Tayamnemvgndumesilnveunsesneufinnesiliuinsiidesont
Yauztiulgu3nIs (IP Address of Client Connected to Server)

) Toyaiu waziansinsievetaIesianliuInswasLATedliuINIg

(Date and time of connection of Client Connected to server)




Uszan

gazidunlet1vvataya

@) Teyanngaryndumesiilavaaaisauiniseianedidnnseing
Mgnieusieag vyt (IP Address of Sending Computer)

&) %a@%ﬂm (User ID)

o) deyafitiufinnsifsieyasnmnedidansednd iulusunsudanisan
\Seswasandn viiemsiiAudiosondeyasnmnedidanseindlugunies
a3 Inedsasdniiutoyaiituiinnisidndteyamensdidnsetndiifdy
tHu Vifedesl¥iu3nis (POP3 (Post Office Protocol version 3) Log or
IMAP4 (Internet Message Access Protocol Version 4) Log)

A. Joyadumesidnannisleu
witudayauuasadliuinislou
wiludaya

o) Toya Log Nluiiniletinsiihiiaasediuinmsleuuiluteya

) Toyadu uaziansindeveaTaslilTuINITUAZIATRSLUTNNS

(Date and Time of Connection of Client to Server)

o) Toyavinemvyndunesilnveussesnauiumesiidilindeuseeylu
Waugtiu (IP Source Address)

&) Yoyaverldau (User ID)

&) Teyasiuvis (Path) uay Jelwdfieguuasediusnisleudnedoyand
nsduduiin viselviiadayasenly (Path and Filename of Data
Object Uploaded or Downloaded)

1. Toyadumesidaumnsen
Aliusnnaiiu

o) Uaya Log Mdufindlefimsiihdaaiesliusnisii

b) Toyadu uaziiansindeveaTasiltuINsUAZIATRS LTINS

o) Yoyanunearyndunesidnveaniesneuinnesiidnlindeusdenglu
Uz

) Teyamdmsldnussuy

&) Yoyanusveniadunislunissengleya (URI: Uniform Resource
Identifier) 19w FuVaAIULIY

3. vilnvaslayauuiATodny
ARUImRIUUIALUY (Usenet)

o) foya Log Muiinidlefinisithiianietng (NNTP (Network News
Transfer Protocol) Log)

b) Toyadu uazansindeveATasliIltUINITUAZIATRS LTINS
(Date and Time of Connection of Client to Server)

o) Toyanineiay Port
Tuns1491u (Protocol Process ID)

) ToyaveLsadliuinis (Host Name)

&) Toyavmeiavainutannunlagnadluudy (Posted Message ID)




Usziam gazidunlet1vvataya
2. foyaiiiAnannsldneuiuuy Youa Log 1t Toyaiiaiuiu nansanseveslduinsg (Date and Time
wSeU1eduwmasiln Wi Internet of Connection of Client to Server) uaz fegadairiasuuiiotne ua
Relay Chat (IRC) %%® Instance mnelauAsesewliuimafiniosneufiunosideudoogluvmsi
Messaging (IM) 1ugsiu (Hostname and IP Address) 1{ugu

[

o Yoyarsasnerenfimesduliuinsnuuseniade & (o) 1. dnhideufusnw ddweluil

Uszian seaziduaiiagsvastaya

n. AWusnsudumnesiis o) Yoyatiansoszuiyana Mdanldszuudumesidavesdliuinig
©) LAV wazianldusnig
o) 118LaULATRATNILY IP Address (Internet Protocol address)

Tunsdlfiguszneunisiiuiuermvievsznevgsiedimireduduievinisla o Adnnsldszuy
Sumesidamduiivauinisadunmsue wsenmsbivinisiagldlagsliuinsdumesidadundnlunisusznauiianis
IifUsznaunsdenanidiiunisoshailsedndla duleluil

(@) Anrindonsslnuasiufinmeandoaniadldnuvesléuimadognéluiuesmuiiaunsassy

Al

(o) dmviriufinseaziBenenansiieideatunisdhlivinsuesgniesauusas fuiiteWanusalfidu

vdngruiinsivaeulilunionds

(@ sudunisla fvildaunsaszysnugninfanldnudumesidaluaaiuussneumsvany

v -3

Tayad513INABUNIND T LAUIN1IIINYSENIATD & (0) 3. WAy A. dniifdeufusnw

. Yeyatuiinmgnisainisidldanulussuuneuiames (Event Logging) Fadeafiunnsnisnsiadey
fifiugua (Control) doyavsrasnispsuiinnesliszuuasuiianesamnsalidoya iusnwideya
videnmaaeudoyanislisuvesdliving desnfuvesssuunenfiumesituiinteyaneniiameslalls
MeazBeaUoiidudrnuiianainvesyuuneuiiames wasdeyastuanaumslauesvessuuneuiimes
feflsrwanBundall

(o) Yoyafianansaszysnauvesléuinis (D of Users)

(o) Twazideavansidveyavesliuinisluszuuneuiiames (Activities of the system)

(@ Fu e weeneasBeammmsalidyiifedesivianssuvesldan wiefliving wu msfendy
1199NITUUABNNIADS (Log-on and Log-off)

(@ doyafiannsasyymnoiavveanioinsneufimesszuuneniiames gunsalneuiiames (System ID)
anuiilunisidresnszuuneufiomes (Location) uazaunseiilfideusenreuiiunosivineuinmes
AuNsaNDesTUUABNRIAESLA (Device recognition)

@ swandeatufinniaddauarnemengutiisruusesiume itludniiddaruurouiiunosly
LLazd’JuﬁlizUUﬂauﬁ?ma%ﬂﬁLﬂﬁmiﬁ?ﬁﬂ (Records of attempts to access the system

successfully as well as rejected ones)



(o)

(o)

()

(&)

(@0)

(0@)

- & -

tuiinneaziBendeyaneuiiuneiiinathdsundstoya (Successful and unsuccessful data
records and other attempts to access resources)

Twazden Ussinnvealenndedy wagnisldnulussuunsuiiames (The application and use of
systems utilities)

wisdeyauazuszinvmesieyanosianesfigniinfdussuunouiiames (Accessed files and access
kinds)

Munafioguesszuuiaietnenouiiimes (Network Addresses) wagluslaneandndild (Protocols)
wazdenunsnisnistesiudeanaumislaues W seavideansldlusunsudeiulaia
poufimes stuuihsefafoanaumslaesivinlissuuvinnu uazgnsziunisldan (protective
mechanisms such as anti-virus and intrusion detection systems are activated and deactivated
as required)

swazBungsnssuiivivihutonwaladusiieg Iegliusns (Transaction records done in

applications by users)

9. sruuinwAnulaenieveloyaIsasnneNiames (Protection of Log Information)

A, TEEUBEANSNT ey AT NIRRT MBS VB AUATEUURBLITIAADS WavHUSINIIRNISTULUADNN RS

(Log Information Administration and Operation)

4. msmeszuunalndeudeduaunsaineufinmesiazszuunsuiinmes Tiduszuvaina (Clock

Synchronization)

¢ deyaasnsnueeuiinnesdaiiuinisaulszniede ¢ (o) dnthideufusnw ddweluil

Uszinn sgaziduainagevataya
n. feyadumesidnuuaiecliuing | ) doyasiaussiidliviedeyaiianunsaszyfagflduinmsls vie
Wusnwideyaneufiames (Content | t@udszd1da (User ID) veanedudnseuinis w3e waadsydin
Service Provider) {433 (User ID) wazfloganvanedidnvsedndvasflduins

b) Tuiintoyanisiinlduinig

o) nsdifliuinisiiuuesa (Web board) visegliuinisuden (Blog)
WhAudeyavesusznia (Post) Jaya

2. viinvastoyauuniotnenauitnmes | o) deya Log Niinstudinlidednsiihiisssuuieseviedessyiisinu

Yo4liuIN15AA1IA (Cloud uazanslun191daunsor1e (Access Logs Specific to Authentication

Computing Service Provider) and Authorization Servers 1% TACACS (Terminal Access Controller

Access-Control System) or RADIUS (Remote Authentication Dial-In
User Service) or DIAMETER (Used to Control Access to IP Routers or

Network Access Servers)




- ®0 -

Uszan

swazidenflagevasdoya

b) Toyaiu LazliaIn1sAnsevatATeINliIInlTUINTuALIATES
T9u3n15 (Date and Time of Connection of Client to Server)

= o

o) Yayaneanuteiseumnugly (User ID)

9 Y

&) Teyavneiavyndumesiiniigninunlilaessuugliuinis
(Assigned IP Address)

& Joyanmnsiavyndumesidnveuniesreufiuneliuinisfideuse
aeuaul iU ldUINTT (P Address of Client Connected to Server)

A. Bilavasleyauues oY URRLT RS
Y WUIN3ATIIA (Digital Service

Provider)

o) doya Log Minstiufinliidedinmsiihfssyuuiaietnedeszyfisinny
uazanslun191dansor18 (Access Logs Specific to Authentication
and Authorization Servers L% TACACS (Terminal Access Controller
Access-Control System) or RADIUS (Remote Authentication Dial-In
User Service) or DIAMETER (Used to Control Access to IP Routers or

Network Access Servers)

b) Toyadu uagiansindeveAseslilTuINITUAZIAS S
19#U3n13 (Date and Time of Connection of Client to Server)

v a -:4 Y

o) Yeyaiieaiuteiszymnugly (User ID)

Y

&) Toyamneavyndumesidniignivunlilaesyuugliuinis
(Assigned IP Address)

1% ~

&) Yoyanuenfsmnelavanefisenidu (Calling Line Identification)

1% a

o) Yayanneavyndumesiinveniesnauiinnesilivinisfideuse

Y 9

a&,j‘lmwvffﬁuﬂ%ﬁﬂ’ﬁ (IP Address of Client Connected to Server)

o) ToyasviauseIdlivietoyanianunsassydrlldusnishaviale vise
uUseddaflduinig (User ID) uagiioganmunedidnvsedind wie Uyl
lBuadiifievosylduinig

o

<) Yuiindayanisiilduinsiava




