
อัพเดทความรู้เรื่อง TLS (SSL) CERTIFICATE กัน



อัพเดทความรู้เรื่อง TLS (SSL) CERTIFICATE กัน
• เล่ากรณีศึกษาเกี่ยวกับการออก TLS Certificate แบบ EV (Extended Validation) ที่ท าให้เข้าใจผิด

• เมื่อต้นปีกูเกิลเสนอจ ากัดอายุ TLS Certificate เหลือ 90 วัน จะเตรียมตัวรับมืออย่างไร 

• ท าความรู้จัก ACME Protocol เพื่อท าการขอ TLS Certificate แบบอัตโนมัติ



ROOT CA CERTIFICATE

https://www.globalsign.com/en-sg/blog/what-should-i-do-if-my-cas-root-certificate-has-expired-experts-advice



TRUSTED ROOT CERTIFICATION AUTHORITIES IN WINDOWS



DIFFERENCE DV, OV AND EV CERTIFICATES

1. Validation Levels

2. Warranty

3. Trust Site Seal



DIFFERENCE DV, OV AND EV CERTIFICATES
Domain Validation Certificates (DV)

• Domain Verification

1. E-mail

2. DNS

3. HTTP

Organization Validated Certificates (OV) 
provide business identity confirmation

• Verification Organization

• Legal existence checked via public government 
database using company name or unique 
identification number (registration number) OR 
via verified public 3rd party databases 

• Company verification with LEI code

• Company can be verified using one of the 
documents like Articles of Incorporation, 
Government Issued Business License, copy of a 
recent company bank statement, copy of a 
recent company phone bill, copy of a recent 
major utility bill of the company (i.e., power 
bill, water bill, etc.). 

• Domain Verification

• Verification Call

Extended Validation Certificate (EV) 
provide more business identity confirmation

• Agreement signing and Lawyer’s letter

1. EV Certificate Request

2. EV SSL Subscriber Agreement

• Verification Organization 

• Domain Verification

• Verification Call

• EV SSL CA Approver’s Authentication

• Other Documents



DIFFERENCE BETWEEN DV, OV AND EV CERTIFICATES

https://www.leaderssl.com/certificate_type_dv_ov_ev



DIFFERENCE BETWEEN DV, OV AND EV CERTIFICATES

https://www.leaderssl.com/certificate_type_dv_ov_ev



เล่ากรณีศึกษาเกี่ยวกับการออก TLS CERTIFICATE แบบ EV 
(EXTENDED VALIDATION) ที่ท าให้เข้าใจผิด



Researcher Ian Carroll filed the necessary paperwork to incorporate a business called Stripe 
Inc. He then used the legal entity to apply for an EV certificate to authenticate the Web 
page https://stripe.ian.sh/. When viewed in the address bar, the page looks eerily similar 
to https://stripe.com/, the online payments service that also authenticates itself using an EV 
certificate issued to Stripe Inc.

https://arstechnica.com/information-technology/2017/12/nope-this-isnt-the-https-validated-stripe-website-you-think-it-is/

https://stripe.ian.sh/
https://stripe.com/


https://stripe.ian.sh

https://arstechnica.com/information-technology/2017/12/nope-this-isnt-the-https-validated-stripe-website-you-think-it-is/



stripe.com vs stripe.ian.sh 

https://arstechnica.com/information-technology/2017/12/nope-this-isnt-the-https-validated-stripe-website-you-think-it-is/



เมื่อต้นปีกูเกลิเสนอจ ากัดอายุ TLS CERTIFICATE เหลือ 90 วัน 
จะเตรียมตัวรับมืออย่างไร



ท่ีมาท่ีไป
ก่อนปี 2017 อายุใบรับรองดิจิตอลมีอายุได้มากถึง 5 ปี
13/02/2017 - กูเกิลเสนอจ ากัดอายุใบรับรองดิจิตอลเหลือ 398 วัน แม้โหวตไม่ผ่านก็จะบังคับใน Chrome
31/08/2020 - วันสุดท้ายของการออกใบรับรองเข้ารหัสเว็บอายุ 2 ปี จากนี้ไปใบรับรองอายุไม่เกิน 397 วัน
03/03/2023 - กูเกลิเสนอจ ากัดอายุใบรับรองดิจิตอลเหลือ 90 วัน และคาดว่าจะมีผลภายในปี 2025



https://www.chromium.org/Home/chromium-security/root-ca-policy/moving-forward-together/



A REDUCTION OF TLS SERVER AUTHENTICATION SUBSCRIBER 
CERTIFICATE MAXIMUM VALIDITY FROM 398 DAYS TO 90 DAYS.

Reducing certificate lifetime encourages automation and the adoption 
of practices that will drive the ecosystem away from baroque, time-
consuming, and error-prone issuance processes. These changes will 
allow for faster adoption of emerging security capabilities and best 
practices, and promote the agility required to transition the ecosystem 
to quantum-resistant algorithms quickly. Decreasing certificate lifetime 
will also reduce ecosystem reliance on “broken” revocation checking 
solutions that cannot fail-closed and, in turn, offer incomplete 
protection. Additionally, shorter-lived certificates will decrease the 
impact of unexpected Certificate Transparency Log disqualifications.

https://www.chromium.org/Home/chromium-security/root-ca-policy/moving-forward-together/



Google’s Moving Forward Together Proposals for Root CA Policy: Rotating ICAs More Frequently | DigiCert

https://www.digicert.com/blog/googles-moving-forward-together-proposals-for-root-ca-policy

Chrome’s Proposed 90-Day Certificate Validity Period: What You Need to Know | DigiCert

https://www.digicert.com/blog/chromes-proposed-90-day-certificate-validity-period

Google's 90 Day SSL Certificate Validity Requires Automation - GlobalSign

https://www.globalsign.com/en/blog/google-90-day-certificate-validity-requires-automation

Google Announces Intentions to Limit TLS Certificates to 90 Days: Why Automated CLM is Crucial

https://www.sectigo.com/resource-library/google-announces-intentions-to-limit-tls-certificates-to-90-days-why-
automated-clm-is-crucial

https://www.digicert.com/blog/googles-moving-forward-together-proposals-for-root-ca-policy
https://www.digicert.com/blog/chromes-proposed-90-day-certificate-validity-period
https://www.globalsign.com/en/blog/google-90-day-certificate-validity-requires-automation
https://www.sectigo.com/resource-library/google-announces-intentions-to-limit-tls-certificates-to-90-days-why-automated-clm-is-crucial
https://www.sectigo.com/resource-library/google-announces-intentions-to-limit-tls-certificates-to-90-days-why-automated-clm-is-crucial


AUTOMATED CERTIFICATE MANAGEMENT ENVIRONMENT
ท าความรู้จัก ACME PROTOCOL เพื่อท าการขอ TLS CERTIFICATE แบบอัตโนมัติ



AUTOMATIC CERTIFICATE MANAGEMENT ENVIRONMENT (ACME)
RFC8555 - The protocol was originally designed by the Internet Security Research Group (ISRG)

https://datatracker.ietf.org/doc/html/rfc8555

ACME v1 was released on April 12, 2016 (deprecated)

ACME v2 was released on March 13, 2018.

Abstract

   Public Key Infrastructure using X.509 (PKIX) certificates are used
   for a number of purposes, the most significant of which is the
   authentication of domain names.  Thus, certification authorities
   (CAs) in the Web PKI are trusted to verify that an applicant for a
   certificate legitimately represents the domain name(s) in the
   certificate.  As of this writing, this verification is done through a
   collection of ad hoc mechanisms.  This document describes a protocol
   that a CA and an applicant can use to automate the process of
   verification and certificate issuance.  The protocol also provides
   facilities for other certificate management functions, such as
   certificate revocation.



DOMAIN VALIDATION / CHALLENGES
• HTTP challenge

create an HTTP resource on 
http://petsofnetlify.com/.well-known/acme-
challenge/example_token with the content 
example_token.some_jwk_thumbprint.

• DNS challenge
create a TXT DNS record with domain _acme-
challenge.petsofnetlify.com with example_token a value.

https://www.netlify.com/blog/2018/08/20/enabling-free-wildcard-domain-certificates-with-lets-encrypt/



DOMAIN VALIDATION / CHALLENGES
http-01 — the client places the challenge value at a well-known URL on an HTTP server at a domain named in the certificate 
request.

dns-01 — the client creates a DNS TXT record that matches the challenge value, confirming that the client has control over 
DNS for a domain named in the certificate request.

tls-alpn-01— the client adds the challenge value to the initial TLS handshake (using the Application-Layer Protocol 
Negotiation (ALPN) TLS extension) of a server answering at a domain named in the certificate request.



CLIENTS

https://letsencrypt.org/docs/client-options/ 
- certbot
- acme.sh

Name Status

F5 BIG-IP No native ACME support

Citrix ADC No native ACME support

Kemp No native ACME support

Barracuda WAF Hardcoded to Let's Encrypt

Oracle Load Balancer No native ACME support

NGINX Plus No native ACME support

Zevenet Ships with certbot + some glue code

pfSense Hardcoded to Let's Encrypt

Cisco Expressway-E Hardcoded to Let's Encrypt

cPanel Hardcoded to Let's Encrypt or Sectigo

NATIVE ACME SUPPORT IN ENTERPRISE LOAD BALANCERS & FIREWALLS

https://smallstep.com/blog/the-embarrassing-state-of-enterprise-acme/



CERTIFICATE LIFECYCLE MANAGEMENT (CLM) SOFTWARE
• Sectigo Certificate Manager

• DigiCert CertCentral

• GlobalSign's cloud-based certificate management 

• Entrust Datacard Certificate Manager

• AWS Certificate Manager

• Google Cloud Certificate Authority Service



Free Wildcard SSL on a Local Server by acme.sh + Cloudflare
https://letswp.justifiedgrid.com/free-wildcard-ssl-local-server-acme-sh-cloudflare/

curl https://get.acme.sh | sh

export CF_Zone_ID="put_your_zone_ID_here"

export CF_Token="put_the_API_token_here"

acme.sh --issue -d example.dev --dns dns_cf -d *.example.dev --server letsencrypt

https://github.com/acmesh-official/acme.sh

https://github.com/acmesh-official/acme.sh/wiki/dnsapi#dns_cf

https://letswp.justifiedgrid.com/free-wildcard-ssl-local-server-acme-sh-cloudflare/




ACME OV/EV ?
Digicert
Automation examples with third-party ACME clients

https://docs.digicert.com/en/certcentral/certificate-tools/certificate-lifecycle-automation-guides/use-a-third-party-acme-
client-for-host-automations/automation-examples-with-third-party-acme-clients.html

Enabled automatic certificate request approvals

https://docs.digicert.com/en/certcentral/manage-certificates/manage-certificate-request-approvals/enable-automatic-
certificate-request-approvals.html

Submit an organization for pre-validation
https://docs.digicert.com/en/certcentral/manage-certificates/organization-and-domain-management/manage-
organizations/submit-an-organization-for-pre-validation.html

GlobalSign
GlobalSign Announces ACME OV Certificate Support 

https://www.globalsign.com/en/company/news-events/news/acme-ov-certificate-support

https://docs.digicert.com/en/certcentral/certificate-tools/certificate-lifecycle-automation-guides/use-a-third-party-acme-client-for-host-automations/automation-examples-with-third-party-acme-clients.html
https://docs.digicert.com/en/certcentral/certificate-tools/certificate-lifecycle-automation-guides/use-a-third-party-acme-client-for-host-automations/automation-examples-with-third-party-acme-clients.html
https://docs.digicert.com/en/certcentral/manage-certificates/manage-certificate-request-approvals/enable-automatic-certificate-request-approvals.html
https://docs.digicert.com/en/certcentral/manage-certificates/manage-certificate-request-approvals/enable-automatic-certificate-request-approvals.html
https://docs.digicert.com/en/certcentral/manage-certificates/organization-and-domain-management/manage-organizations/submit-an-organization-for-pre-validation.html
https://docs.digicert.com/en/certcentral/manage-certificates/organization-and-domain-management/manage-organizations/submit-an-organization-for-pre-validation.html
https://www.globalsign.com/en/company/news-events/news/acme-ov-certificate-support
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